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Risk Level

ThisPCLIA isfor a"mgor information system."

The estimated number of individualswhose Pl ismaintained in the system is 1,000 - 9,999

Section 1: Introduction

PCLIAs are required for al systems and projects that collect, maintain, or disseminate personally identifiable
information (PIl). The system owner completed this assessment pursuant to Section 208 of the E-Government
Act of 2002 (“E-Gov Act”), 44 U.S.C. § 3501, Office of the Management and Budget (OMB) Memorandum 03-
22, “OMB Guidance for Implementing the Privacy Provisions of the E-Government Act of 2002,” and Treasury
Directive 25-07, “Privacy and Civil Liberties Impact Assessment (PCLIA),” which requires Treasury Offices
and Bureaus to conduct a PCLIA before: (1) developing or procuring information technology (IT) systems or
projects that collect, maintain or disseminate PII from or about members of the public, or (2) initiating a new
collection of information that: (a) will be collected, maintained, or disseminated using I T; and (b) includes any
PIl permitting the physical or online contacting of a specific individual, if identical questions have been posed
to, or identical reporting requirements imposed on, 10 or more persons (not including agencies,
instrumentalities, or employees of the federal government).

It isthe policy of the Department of the Treasury (“Treasury” or “Department”) and its Bureaus to conduct a
PCLIA when PII is maintained in a system or by aproject. This PCLIA provides the following information
regarding the system or project: (1) an overview of its purpose and functions; (2) a description of the
information collected; (3) adescription of the how information is maintained, used, and shared; (4) an
assessment of whether the system or project isin compliance with federal requirements that support information
privacy; and (5) an overview of the redress/‘complaint procedures available to individuals who may be affected
by the use or sharing of information by the system or project.

Section 2: System Overview

Section 2.1: System Description and Purpose

1. The Office of IT Operations that own(s) or is funding the system, technology, pilot, rule, program, or
other collection (hereinafter referred to as the “system™) is conducting this PCLIA for the Zscaler The
program is conducting a PCLIA for this system for the first time.

2. The main purpose of this Zscaler isto help the program meet its mission by Zscaler isa cloud VPN
solution that can handle complex package deployments and a focus on mobile devices at BEP and is
efficient in routing all traffic securely through BEP endpoints, it provides the ability to publish BEP
internal resources such as WebTA, In$ite, HRconnect etc. on BEP issued mobile phones and allow SSO
logon and display applications to authorized users. Cloud Service Provider (CSP): Zscaler Internet
Access — Government (ZIA GOV) BEP has deployed mobile phones via Intune and able to enforce access
based on geol ocation; however, configuring the VPN connections on mobile devices in Microsoft Intune



lacks the feature-set to handle complex package deployments and a narrow focus on mobile devices; not

a full systems-management platform. BEP wanted a VPN solution that can handle complex package

deployments and a focus on mobile devices and is efficient in routing all traffic securely through BEP

endpoints, not allowing any data to traverse any other endpoints than agency IP address ranges

(effectively all inbound/outbound traffic routes through BEP network by proxy or other rules). BEP

system engineers engaged with main Treasury points of contact and found out that main Treasury is using

Zscaler VPN solution to efficiently deploy agency devices. . This system also allows the program to

Zscaler isa cloud VPN solution that can handle complex package deployments and a focus on mobile

devices at BEP and is efficient in routing all traffic securely through BEP endpoints, It provides the

ability to publish BEP internal resources such as WebTA, In$ite, HRconnect etc. on BEP issued mobile
phones and allow SSO logon and display applications to authorized users.

. The system is comprised of the following components: Zscaler Internet Access — Government (ZIA

GOV).

. The Office of IT Operations maintains personaly identifiable information (PII) in the following system

components: Zscaler Internet Access — Government (ZIA GOV)

. The Office of IT Operations collects/receives Pl maintained in the system from:

a. N/A - Zscaer obtains information on BEP employees and contractors from Active Directory and

does not collect any PII directly from the individual.

b. Zscaler obtainsinformation on BEP employees and contractors from Active Directory and does

not collect any PII directly from the individual.

. The Office of IT Operations uses the information in the system to: Zscaler uses information from Active

Directory such as business usernames, business emails, and business phone number to determine each

users' access control privileges. Zscaler monitors all user web activity for compliance in accordance with

BEP acceptabl e use agreements.

. The Office of IT Operations discloses the information in the system to the extent required by the Freedom
of Information Act and as allowed by the Privacy Act of 1974 (including the routine usesin the
applicable SORN: Treasury .015 - General Information Technology Access Account Records - 85 FR
73353 (Nov. 17, 2020).

. The Office of IT Operations identified the following privacy risks during collection, use, and disclosure:
Business usernames, business emails, and Business phone numbers could be accessible if the application
becomes compromised.

. The Office of IT Operations has taken the following steps/implemented the following controlsto protect
the Pl in the system during the collection, use, and disclosure: To minimize the data collected, Zscaler
collects only the Pl necessary for the system's intended purpose. The system encrypts Pll at rest and in
transit to protect it from unauthorized access and ensures that any disclosureisin line with legal
requirements or other relevant laws.

Section 2.2: Authority to Collect
Federal agencies must have proper authority before initiating a collection of information. The authority is

sometimes granted by a specific statute, by Executive order (EO) of the President or other authority. The
following specific authorities authorize Zscaler to collect information:

* 44U.S.C. 3101 and 5 U.S.C.301

The information may also be collected pursuant to a more general requirement or authority. All Treasury
systems and projects derive general authority to collect information from:



» 31 U.S.C. 321 — Genera authorities of the Secretary establish the mission of the Department of the
Treasury

» 5U.S.C. 301 — Department regulations for the operations of the department, conduct of employees,
distribution and performance of its business, the custody, use, and preservation of its records, papers, and

property.

Section 2.3: Privacy Act Applicability; SORN Requirement

Under certain circumstances, federal agencies are allowed to exempt a system of records from certain
provisionsin the Privacy Act. This means that, with respect to information systems and papers files that
maintain records in that system of records, the agency will not be required to comply with the requirementsin
Privacy Act provisions that are properly exempted. If this system or project contains records covered by the
Privacy Act, the applicable Privacy Act system of records notice(s) (SORNS) (there may be more than one) that
cover the recordsin this system or project must list the exemptions claimed for the system of records (it will
typically say: “Exemptions Claimed for the System” or words to that effect).

Section 2.3(a)

Section 3: Information Collection

Section 3.1: Relevant and Necessary

The Privacy Act requires “each agency that maintains a system of records [to] maintain in its records only such
information about an individual asisrelevant and necessary to accomplish a purpose of the agency required to
be accomplished by statute or by executive order of the President.” 5 U.S.C. § 552a (e)(1). It allowsfederal
agencies to exempt records from certain requirements (including the relevant and necessary requirement) under
certain conditions. 5 U.S.C. 8552a (k). The proposed exemption must be described in a Notice of Proposed
Rulemaking (“NPRM”). In the context of the Privacy Act, the purpose of the NPRM isto give the public notice
of aPrivacy Act exemption claimed for a system of records and solicit public opinion on the proposed
exemption. After addressing any public concernsraised in response to the NPRM, the agency must issue a
Final Rule. Itispossiblefor some, but not al, of the records maintained in the system or by the project to be
exempted from the Privacy Act through the NPRM/Final Rule process.

Section 3.1(a) Exemption Claimed from this Requirement?



Section 3.1(b) Continuously Assessing Relevance and Necessity

Section 3.2: Pl and/or infor mation types or groupings

The list below represent the types of information maintained in the system or by the project that are relevant and
necessary for the information system or project to fulfill itsmission. Pl identified below is used by the system
or project to fulfill the purpose stated in Section 2.2 above- Authority to Collect.

Biographical/general information

Other infor mation

I dentifying number s assigned to individuals

Specific Information/File Types

Audit Log and Security Monitoring Information

M edical/Emer gency Information Regarding I ndividuals

Biometricg/Distinguishing Features/Char acteristics of Individuals

I dentifying numbersfor sole proprietors (including business infor mation)

Section 3.3: Sour ces from which Pl is obtained

Focusing on the context in which the data was collected and used (i.e., why it is collected and how it is used),
list AL L sourcesfrom which PII is collected/received and stored in the system or used in the project



Members of the Public
Federal contractors, grantees, interns, detailees etc: BEP Federal contractors, grantees, interns, detailees, etc.;

Current Federal Employees, Interns, and Detailees
Current Federal employees providing information in their capacity as federal employees;

Section 3.4: Privacy and/or civil libertiesrisksrelated to collection

When Federa agencies request information from an individual that will be maintained in a system of records,
they must inform the individual of the following: “(A) the authority (whether granted by statute, or by executive
order of the President) which authorizes the solicitation of the information and whether disclosure of such
information is mandatory or voluntary; (B) the principal purpose or purposes for which the information is
intended to be used; (C) the routine uses which may be made of the information, as published pursuant to
paragraph (4)(D) of this subsection; and (D) the effects on [the individual], if any, of not providing all or any
part of the requested information.” 5 U.S.C § 522a(e)(3). This is commonly called a Privacy Act Statement.
The OMB Guidelines also note that subsection (€)(3) is applicable to both written and oral (i.e., interview)
solicitations of persona information. Therefore, even if a federal employee or contractor has a fixed list of
questions that they orally ask the individual in order to collect their information, this requirement applies.

Section 3.4(a) Collection Directly from the Individual to whom the Pl pertains

Section 3.4(b) Privacy Act Statements

Section 3.4(c) Use of Full Social Security Numbers

Treasury is committed to eliminating unnecessary collection, use, and display of full Social Security numbers
('SSN") and redacting, truncating, and anonymizing SSNsin systems and documents to limit their accessibility
to individuals who do not have a need to access the full SSN in order to perform their official duties. Moreover,
the Privacy Act provides that: 'It shall be unlawful for any Federal, State or local government agency to deny to
any individual any right, benefit, or privilege provided by law because of such individual's refusal to disclose
his social security account number.' Pub. L. No. 93-579, § 7. This provision does not apply to: (1) any
disclosure which isrequired by federal statute; or (2) any disclosure of an SSN to any federa, state, or local
agency maintaining a system of records in existence and operating before January 1, 1975, if such disclosure
was required under statute or regulation adopted prior to such date to verify the identity of anindividual. Id. at 8

7(a)(2)(A)-(B).
Section 3.4(d) Justification for collection and use of full Social Security Numbers

Section 3.4(e) Controlsimplemented to limit accessto and or improper disclosure of full Social Security
Numbers

Section 3.4(f) Denial of rights, benefits, or privilegesfor refusing to disclose Social Security Number



» N/A No SSNs are maintained in the system or by the project.

Section 3.4(g) Records describing how individuals exer cise First Amendment rights

The Privacy Act requires that Federal agencies "maintain no record describing how any individual exercises
rights guaranteed by the First Amendment unless expressly authorized by statute or by the individual about
whom the record is maintained or unless pertinent to and within the scope of an authorized law enforcement
activity." 5 U.S.C. § 552a(€)(7).

* N/A. The system does not maintain information describing how an individual exercisestheir rights
guaranteed by the First Amendment.

Section 4: M aintenance, use, and sharing of the infor mation

Section 4.1: Ensuring accur acy, completeness, and timeliness of infor mation collected, maintained, and
shared whien it isused to make deter minations about individuals

The Privacy Act and Treasury policy require that Treasury bureaus and offices take additional care when
collecting and maintaining information about individuals when it will be used to make determinations about
those individuals (e.g., whether they will receive afederal benefit). Thisincludes collecting information
directly from the individual where practicable and ensuring that the information is accurate, relevant, timely and
complete to assure fairness to the individual when making a determination about them. This section addresses
the controls/protections put in place to address these issues.

The Privacy Act requires that Federal agencies “maintain all records which are used by the agency in making
any determination about any individual with such accuracy, relevance, timeliness, and completeness asis
reasonably necessary to assure fairnessto the individual in the determination.” 5 U.S.C § 552a(e)(5). If a
particular system of records meets certain requirements (including the NPRM process defined in Section 3.1
above), an agency may exempt the system of records (or a portion of the records) from this requirement.
Exemptions may be found at the bottom of the relevant SORN next to the heading: “ Exemptions Claimed for
this System.”

Section 4.1(a) Exemption from the accuracy, relevance, timeliness, and completenessrequirementsin
section (e)(5) of the Privacy Act

» None of the information maintained in the system that is part of a system of records is exempt from the
accuracy, relevance, timeliness, and completeness requirements in section (e)(5) of the Privacy Act.

Section 4.1(b) Protectionsin place despite exemption from the accuracy, relevance, timeliness, and
completenessrequirements

» None of the information maintained in the system that is part of a system of records is exempt.


http://www.gpo.gov/fdsys/pkg/USCODE-2010-title5/html/USCODE-2010-title5-partI-chap5-subchapII-sec552a.htm

Section 4.1(c) Collecting information directly from the individual when using it to make adver se

deter minations about them.

Section 552a(€)(2) of the Privacy Act requires that Federal agencies that maintain records in a system of records
are required to collect information to the greatest extent practicable directly from the individual when the
information about them may result in adverse determinations about their rights, benefits, and privileges under
Federal programs. Agencies may exempt a system of records from this requirement under certain circumstances
and if certain conditions are met.

Section 4.1(d) Additional controls designed to ensure accuracy, completeness, timeliness and fairnessto
individualsin making adver se deter minations

1. Administrative Controls
Individuals about whom information is collected are given the following opportunities to
amend/correct/update their information to ensure it is accurate, timely and compl ete to the extent
reasonably necessary to assure fairness when it is used to make a determination about them:
» ThePII collected for usein the system is NOT used to make adverse determinations about an
individua's rights, benefits, and privileges under federal programs.
2. Technical Controls
» No additional technical controls are available to ensure accuracy, relevance, timeliness and
compl eteness.

Section 4.2: Data-Mining

Asrequired by Section 804 of the Implementing Recommendation of the 9/11 Commission Act of 2007 (*9-11
Commission Act”), Treasury reports annually to Congress on its data mining activities. For a comprehensive
overview of Treasury’s data mining activities, please review the Department’s Annual Privacy Act and Data
Mining reports available at: http://www.treasury.gov/privacy/annual -reports.

Section 4.2(a) Isthe Pl maintained in the system used to conduct data-mining

» Theinformation maintained in this system or by this project is not used to conduct "data-mining"
activities as that term is defined in the 9-11 Commission Act. Therefore, no privacy or civil liberties
issues were identified in responding to this question.

Section 4.3: Computer Matching

The Computer Matching and Privacy Protection Act (CMPPA) of 1988 amended the Privacy Act by imposing
additional requirements when Privacy Act systems of records are used in computer matching programs.

Pursuant to the CMPPA, there are two distinct types of matching programs. The first type of matching program


http://frwebgate.access.gpo.gov/cgi-bin/getdoc.cgi?dbname=110_cong_public_laws&docid=f:publ053.110.pdf
http://www.treasury.gov/privacy/annual-reports
http://www.gpo.gov/fdsys/pkg/USCODE-2010-title5/html/USCODE-2010-title5-partI-chap5-subchapII-sec552a.htm

involves the computerized comparison of two or more automated federal personnel or payroll systems of
records or a system of federal personnel or payroll records with non-federal records. Thistype of matching
program may be conducted for any purpose. The second type of matching program involves the computerized
comparison of two or more automated systems of records or a system of records with non-federal records. The
purpose of this type of matching program must be for the purpose of eligibility determinations or compliance
requirements for applicants, recipients, beneficiaries, participants, or providers of services for payments or in-
kind assistance under federal benefit programs, or recouping payments or delinquent debts under such federal
benefit programs. See 5 U.S.C. § 522a(a)(8). Matching programs must be conducted pursuant to a matching
agreement between the source (the agency providing the records) and recipient agency (the agency that receives
and uses the records to make determinations). The matching agreement describes the purpose and procedures of
the matching and establishes protections for matching records.

Section 4.3(a) Recordsin the system used in a computer matching program
» Theinformation maintained in the system is part of a Privacy Act system of records, but is not used as
part of a matching program.
Section 4.3(b) Isthere a matching agreement?
* N/A

Section 4.3(c) What procedures ar e followed before adver se action istaken against an individual who is
the subject of a matching agreement search?

* N/A

Section 4.4: I nformation sharing with exter nal (i.e., outside BEP) or ganizations and individuals

Section 4.4(a) Pl shared with/disclosed to agencies, organizations or individuals outside BEP

» Pl maintained in the system is not shared with agencies, organizations, or individuals external to
Treasury.

Section 4.4(b) Accounting of Disclosures

An accounting of disclosuresisalog of al external (outside Treasury) disclosures of records made from a
system of records that has not been exempted from this accounting requirement. Thislog must either be
maintained regularly or be capable of assembly in areasonable amount of time after an individual makes a
request. Certain system of records may be exempted from releasing an accounting of disclosures (e.g., in law
enforcement investigations).

Section 4.4(c) Making the Accounting of Disclosures Available



» Therecords are not maintained in a system of records subject to the Privacy Act so an accounting is not
required.

Section 4.4(d) Obtaining Consent Prior to New Disclosures Not Authorized by the Privacy Act

Records in a system of records subject to the Privacy Act may not be disclosed by ‘any means of
communication to any person or to another agency' without the prior written request or consent of the
individuals to whom the records pertain. 5 U.S.C. Sec. 552a(b). However, the Act also sets forth twelve
exceptions to this general restriction. These 12 exceptions may be viewed at:

https://www ] usti ce.gov/usam/eousa-resource-manual - 139-routi ne-uses-and-exemptions. Unless one of these 12
exceptions applies, the individual to whom arecord pertains must provide their consent, where feasible and
appropriate, before their records may be disclosed to anyone who is not listed in one of the 12 exceptions. One
of these 12 exceptions also allows agencies to include in a notice published in the Federal Register, alist of
routine uses. Routines uses are disclosures outside the agency that are compatible with the purpose for which
the records were collected.

Section 4.4(e) Obtaining Prior Written Consent

* If asituation arises where disclosure (written, oral, electronic, or mechanical) must be made to anyone
outside of the BEP who is not listed in one of the 12 exceptions in the Privacy Act (including the
published routine uses), the individual's prior written consent will be obtained where feasible and

appropriate.

Section 5: Compliance with feder al infor mation management r equir ements

Section 5.1: The Paperwork Reduction act

The PRA requires OMB approva before a Federal agency may collect standardized data from 10 or more
respondents within a 12-month period. OMB also requires agencies to conduct a PIA (a Treasury PCLIA) when
initiating, consistent with the PRA, a new electronic collection of PII for 10 or more persons (excluding
agencies, instrumentalities, or employees of the federal government).

Section 5.1(a)

» The system involves a new collection of information in identifiable form for 10 or more persons from
outside the federal government.

Section 5.2: Records M anagement - NARA/Federal Records Act Requirements

10


http://www.gpo.gov/fdsys/pkg/PLAW-104publ13/html/PLAW-104publ13.htm
http://www.gpo.gov/fdsys/pkg/PLAW-104publ13/html/PLAW-104publ13.htm
https://www.justice.gov/usam/eousa-resource-manual-139-routine-uses-and-exemptions

Records retention schedul es determine the maximum amount of time necessary to retain information in order to
meet the needs of the project or system. Information is generally either disposed of or sent to the National
Archives and Records Administration (NARA) for permanent retention upon expiration of this period. If the
system has an applicable SORN(s), check the “Policies and Practices for Retention and Disposal of Records’
section.

Section 5.2(a)

» Therecords used in the system are covered by a NARA's Genera Records Schedule (GRS). The GRS is:
System Access Records DAA-GRS2013-0006-0004 General Records Schedule 3.2 I1tem 031 System access
records. These records are created as part of the user identification and authorization process to gain
access to systems. Records are used to monitor inappropriate systems access by users. Includes records
such as: * user profiless log-in files » password files » audit trail files and extracts ¢ system usage files ¢
cost-back files used to assess charges for system use. Systems requiring special accountability for access.
These are user identification records associated with systems which are highly sensitive and potentially
vulnerable. Temporary. Destroy 6 years after password is altered or user account is terminated, but
longer retention is authorized if required for business use.

Section 5.3: E-Government Act/NIST Compliance

The completion of Federal Information Security Management Act (FISMA) Security Assessment &
Authorization (SA&A) processis required before afederal information system may receive Authority to
Operate (ATO).

Section 5.3(a)

» Thisisanew system has not yet been authorized to operate. The expected to date for recelving ATO is:
03-19-2025

Section 5.4: Section 508 of the Rehabilitation Act of 1973

When Federal agencies develop, procure, maintain, or use Electronic and Information Technology (EIT),
Section 508 of the Rehabilitation Act of 1973 (as amended in 1998) requires that individuals with disabilities
(including federal employees) must have access and use (including privacy policies and directives as well as
redress opportunities) that is comparable to that which is available to individuals who do not have disabilities.

Section 5.4(a)

11


http://www.section508.gov/Section-508-Of-The-Rehabilitation-Act

Approval Signature

Bureau Privacy and Civil Library Officer

Date signed: 02-26-2025
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